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Security Permissions 

 

After a user has been added to NorthSTAR they still will not have the security permissions needed to view, 

submit, edit, or delete forms under the Organization they are logged into. If you need to add a person to your 

organization please view the video on how to complete that step here: Intro and General Help Video Playlist  

 

Who can view security permissions?  

Anyone with NorthSTAR Administrator security permission can view and edit security permissions 

under the Organization they are an Administrator for. 

 

How do I see if I am an Administrator & change the security permissions?  

Log into NorthSTAR. Click on your name in the top right-hand corner of the screen. This will open the 

Person Detail page. Click on summary in the top-right of the detail page and click on “Security”. If you 

do not see security, you do not have Administrator access. If this is the case click home, click My 

Organization, and click Associated People. This will show you a list of users you can contact to 

determine who your organization’s NorthSTAR Administrator it.  Please view the video on how to 

complete these steps here: Intro and General Help Video Playlist 

 

Can we have more than one Administrator? 

Each organization is required to have a minimum of one Administrator. It is recommended that you 

have more than one in the event your only administrator is no longer able to log in. Giving 

administrator permission should be used with discretion however it is up to the organization who and 

how many administrators you have.  

 

What are the current security permissions levels available (see page 2 of this document): 

• Admin = Create, Read, Update, Delete ALL Forms and Features available in NorthSTAR 

• Manager = Create, Read, Update, Delete form 

• Submitter/User = Create, Read, Update 

• Read Only = Read 

 

What do the levels include: 

• Entity = Organization Questionnaire Form 

• Organization = Organization Questionnaire Form 

• Well = Applications for Permit to Drill Form; Well Completion or Plugging Form 

• Test = Upload Test Results Form 

• Transfer = Transfer Assets Form 

• External Sundry = Sundry Form 

*If you are unsure of what form you need access to submit visit the Forms page on the Oil 

and Gas Division website. 

https://www.youtube.com/playlist?list=PLm38gQ8XLiJ523ul5GFBVeREqLAdvWvbO
https://www.youtube.com/playlist?list=PLm38gQ8XLiJ523ul5GFBVeREqLAdvWvbO
https://www.dmr.nd.gov/oilgas/rules/fillinforms.asp
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If I set the security permission under one organization will it save for all organizations that person is 

associated with?  

• No. Security permissions are unique to each organization a person is associated with. If they are 

under multiple organizations the NorthSTAR Administrator will need to set the proper security 

permissions for each organization. 

 

Sample of Security Permissions Currently Available 

 

*Organization Read Access will always be selected for every user. 


